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Agenda
 Introduction

• Growth of internet traffic
• Good bots vs. bad bots

 Some common bot types
 Feature engineering for detecting bots
 Question



The discussion is based on the following 
paper:

Classification of Automated Web Traffic, 
Greg Buehrer, Jack W. Stokes, Kumar Chellapilla and John C. Platt

Acknowledgement



Why this talk?



Machine Learning Model Life Cycle
Business Question

Identify the Problem

Define Success Metrics
Data & 

Feature Engineering

Choose the 
Learning Algorithm

Cross-Validation & 
Parameter Tuning More Evaluation

Online Experimentation

Release To Production

• What can we do to make it 
cheaper and faster?

• What will save us money?
• How can we increase CSAT?

• What kind of machine learning 
problem 

• Are we predicting values or categories?
• Are we grouping or ranking?

• Offline: Accuracy, MAE, nDCG
• Online: STR, Revenue/User, 

Bounce Rate

• Data we have
• Data we don’t have

PROCESS & CLEAN

Logistic Regression, Deep 
Learning, SVM, RandomForest ? 

• Adjust model parameters
• More Feature Engineering

• A/B or Multi-variant Testing

• Get more data

Online Metrics look good?
Increase traffic?

• Test on blind hold out dataset
• Test in pre-production



 All good models start with good feature 
engineering.

Feature Engineering is important



Internet Usage and Growth



What is a (internet) bot?
• A software application that runs 

automated tasks over the internet.
• Used for simple, repetitive tasks to be 

performed faster than humans.



 A Web crawler, is an Internet bot that 
systematically browses the World Wide 
Web, typically for the purpose of 
Web indexing. 
 Web search engines and some other 

sites use Web crawling or spidering
software to update their index (or other 
web content)

Example: Indexing and 
crawling



 A computer program which conducts a 
conversation via auditory or textual 
methods. 
 Designed to simulate how a human 

would behave as a conversational 
partner

Example: Chatbot



More bots…
Good
 Spider bot
 Trading bot
 Data bot
 FeedFetcher bot

Bad
 Email bot
 Bandit bot
 Transfer bot
 Zombie bot
 AdFraud bot



 We will only discuss bots specific to web

Scope of this talk



Why are web bots a ‘problem’?
 Reduced QoS (Quality of Service)
 Machine learning models learn behavior 

that does not represent actual 
customers
 Click frauds and incorrect metrics 

calculation



Traffic Trends 2015

source



Traffic Trends 2016

source



Traffic Breakdown

source



What are some typical bots?



Typical web bots
 Spam bot
 Finance bot
 URL bot
 Real Estate Bot
 Stock Bot
 Simple query bot(originating from many cities)



Spam Bot
 Scans the index for top spam words
 Queries often but clicks rarely



Finance Bot
 Ascertains which websites are most 

correlated with these finance terms



URL bot
 Websites owned by spammers or 

legitimate domains hacked by hackers
 Presumably the bot is attempting to 

boost its search engine rank



URL Bot



Real estate bot
 Attempting to find the top ten broker 

results for mortgage broker keywords



Stock bot
 Searching for financial news related to 

particular companies



Feature Engineering 
 We generally classify these features into 

two groups
• Physical model of a human
• Behavioral patterns of bots



Quantitative Analysis



 Number of Queries, Clicks, Page Views 
etc.
 Query Rate
 Number of IP Addresses / Locations

Physical Features



 A user can submit 100 queries a day, but 
it occurs with an unnatural probability

Physical: Count of Queries and Clicks



 A human cannot be in two distant places 
at the same time(or in a short interval)
 What if a user’s cookie is compromised 

and used to make queries from different 
geographies?

Physical: No. of IP Addresses / Locations



Physical: No. of IP Addresses / Locations



 Click-through Rate
 Alphabetical ordering queries
 Spam score

Behavioral Features



 A bot that clicks on no links
 A bot the clicks on every link
 A bot that clicks on targeted links

Behavioral: Click-through Rate



Behavioral: Click-through Rate
 Click through rates 

for all users 
 Those users with ten 

times as many 
queries 

 many queries



 Order the queries chronologically for 
each pair

Behavioral: Alphabetical ordering



 By using a bag of <spam words, weights)

Behavioral: Spam score



 By using a bag of <adult word, weight)

Behavioral: Adult content 
scores



 Map of <word, count> pairs for each 
userID

Behavioral: Query keyword 
entropy



 If the word lengths are roughly the same

Behavior: Query length 
entropy



Behavior: Varying Geography
 Attempting to automate traffic through 

anonymous browsing tools



 Capture requests at regular interval say 
15 minutes

Behavior: Query Time 
Periodicity



 Keep a total count of all advanced terms 
for each user throughout the day

Behavior: Advanced query syntax



 Capturing the number of distinct 
categories associated with a userID
 Assigning category hierarchy to each 

query

Behavior: Category entropy



 Black listed ip–addresses and user 
agents

Reputation and trends



Questions?



Questions?
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